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THE HON. RICHARD JONES
HEARING: 06 June 2006
[without oral argument]

IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON

IN AND FOR THE COUNTY OF KING
	JOEL HODGELL,


Plaintiff,


v.
EFINANCIAL, LLC,

(a Washington Limited Liability Company), (F.K.A. PRIMEPLAN, LLC, a Washington Limited Liability Company), also d/b/a TERMFINDER.COM, POLICYMATCH.COM, MICHAEL & KATHLEEN ROWELL, a married couple, and JOHN DOES 1-20,

Defendants.
	NO.  05-2-13649-9 SEA
DECLARATION of 

BENNETT HASELTON 
in SUPPORT of reply to plaintiff’s motion to compel




I, Bennett Haselton, state and declare as follows: 

1.
I am over the age of 18 and competent to testify as a witness in this matter.  I make the following declaration based on personal work experience and knowledge.

2.
I work as a professional computer security consultant and have performed security consulting and contract work for Google, Macromedia, Microsoft, Anonymizer Inc., the International Broadcasting Bureau of Washington D.C., and a variety of other clients.


3.
Based on my knowledge of the nature of e-mail communication, and upon the information given to me by plaintiff and discerned from the declarations of the defendant and defendant's expert witness, it is not necessary for defendant to obtain a "cloned copy" of plaintiff's hard drive in order to examine the e-mails, for the reasons stated herein.  The simplest reason why this is the case is that in order to determine as closely as possible the origin of the messages, one only needs to examine the headers and other data about each message, and if plaintiff has demonstrated willingness to provide this information, there is no reason why any further data, much less access to the entire contents of plaintiff's hard drive, should be necessary.
4.
Furthermore, plaintiff is alleging to have received e-mails at Yahoo.com and Hotmail.com addresses, which means that such e-mail messages are viewed by accessing the Web sites of these respective services and viewing the messages in a Web browser, not by downloading and saving them to a user’s hard drive.  In this case, the messages never would have been stored on plaintiff’s hard drive in any form, so access to plaintiff’s hard drive is wholly irrelevant.  In his declaration, Larry G. Johnson indicates that he is aware that the messages were received at Hotmail and Yahoo e-mail addresses (declaration of Larry G. Johnson, page 4, at which he makes the reference: “in this case, MSN or Yahoo email servers”), so it is completely unclear why Mr. Johnson believes that it would be necessary to obtain a copy of plaintiff’s hard drive at all.

5. 
For a more detailed explanation, it is necessary to explain how an e-mail message can be divided into sub-components, and what components are necessary to examine in order to determine the origin of an e-mail.

6.
An e-mail message can be divided into two components, the "headers" of the message and the "body" of the message.

7.
The headers of an e-mail can be further sub-divided.  (A) The "basic" headers display fields that casual users are familiar with, such as the sender, the recipient, the subject, and the date.  (B) The "full headers" include all of the basic headers and also include information about the sequence of machines that routed the message across the Internet from the sender to the recipient, as each machine that re-routes the message inserts its own header.  Full headers are necessary to determine the true origin of an e-mail, since the "From:" address in an e-mail message can trivially be forged, but forging information in the full headers is more difficult.

8.
The body of an e-mail message can be written in one of two styles: plain text or HTML.  Plain text messages include only text (a plain text message might include an image as a separate attachment, but the recipient would have to save the attachment as a file and view it separately from the message itself).  HTML formatting allows for inclusion of other elements such as images in the body of the message itself.

9.
An image, in turn, can be included in the body of an HTML message in one of two ways: either by embedding the image in the message, or by including an "HTML image tag" that instructs the user's e-mail program to load the image from a specific location on a remote server, and display the image to the user.

10.
For this reason, if an HTML e-mail message loads images from a remote server, in order to store a permanent representation of the message as it appears to the user, it is not sufficient simply to save a copy of the e-mail message.  This is because if the HTML image tags load the image from a remote server, the contents of that image on the remote server might change or the server might be taken offline, and thus the message might appear differently (without images, or with different images) if it is opened at a later time.  This is consistent with the reason that plaintiff has given for saving "screen capture" images of how the messages appeared at the time that he received them, in order to obtain a permanent record of the appearance of the message at that time.

11.
In order to determine the location that an HTML message loads its image from, it is necessary to view the "HTML source code" of an HTML message.  The source code contains information that is not displayed to the user by default, such as the location of the remote server from which an image is loaded before being displayed to the user.

12.
In summary, in order to provide defendant with all available information to aid in determining the origin of a given e-mail message, it would be sufficient to provide them with (a) the full headers of the e-mail, (b) the HTML source code of the body of the message (if it was sent in HTML format), and (c) optionally, a screen capture of how the message appeared when it was first opened by the recipient.

13.
Defendant's expert witness suggests that it is necessary to obtain access to plaintiff's hard drive in order to determine the "authenticity" of the messages, suggesting they believe the data may have been forged by the plaintiff.  Defendant has provided no grounds for believing this to be the case, but even if this were likely, obtaining access to plaintiff's hard drive would not do anything to address this question, because the messages received at plaintiff’ Hotmail.com and Yahoo.com addresses were never stored on plaintiff’s hard drive in any form.  (Even if they had been stored on plaintiff’s hard drive, obtaining a copy of plaintiff’s hard drive would be irrelevant to determining the “authenticity” of the messages, since it is just as easy to alter data stored on one’s hard drive as it is to alter copies of messages before providing them to defendant.)
14.
For these reasons, it is emphatically not necessary to provide defendant with a cloned copy of plaintiff's hard drive, especially considering the burden this would place on plaintiff and the invasion of privacy.




SIGNED this 
 DAY OF JUNE 2006 AT BELLEVUE, WASHINGTON.
Bennett Haselton
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Attorneys at Law

1325 Fourth Avenue, Suite 940

Seattle, Washington  98101-2509

Phone: (206) 624-9392  Fax: (206) 624-0717

- 4
J:\RJS\CLIENTS\Cole\Caption.doc
Merkle Siegel & Friedrichsen, P.C.

Attorneys at Law

1325 Fourth Avenue, Suite 940

Seattle, Washington  98101-2509

Phone: (206) 624-9392  Fax: (206) 624-0717


